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Migration guide:  
Moving from  
Kount to Sift 
A step-by-step guide to  
implementing AI-powered 
fraud prevention

Enhanced science, speed, and scalability

Integration overview

As your business grows and digital risk operations scale, sustaining early-stage performance becomes 
increasingly difficult. Rules that don’t update automatically can drive an over-reliance on manual review, 
taking a toll on efficiency and daily fraud prevention needs.

Below, we’ve laid out the platform migration process step-by-step, so you can be prepared for an easy 
and effective transition to an AI-powered solution.

Sift’s integration is flexible and easy to understand, and our documentation  
is all available on our website. There are four main components:

JS snippet (FE)
Used to capture  
device and IP  
information

Mobile SDK (FE)
Designed to capture  
device and app  
information

Decisions (BE)
Ingests feedback to  
customize ML models  
to a unique business
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Rest API events (BE)
Captures interaction along the 
user journey (logins, transactions, 
orders, account updates)

https://sift.com/
https://sift.com/developers/overview
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Create a scalable strategy
Using our Digital Risk Assessment, Sift’s expert Trust and Safety Architects will help you create 
a fraud prevention and mitigation strategy that’s built to perform at scale. This workshop is 
designed to align risk and revenue considerations throughout your organization, enabling a 
holistic approach that grows with your business and supports its specific needs.

Designing your integration
Sales Engineers will work with you to design a custom integration. This includes any data points 
you’ll need to send to Sift, as well as which actions will get a Score or Workflows request. 

Model training 
Within the model training, the most critical rules will be included in the migration. Our team of 
Trust and Safety Architects, Customer Success Managers, and Implementation Consultants 
can help you determine what should and shouldn’t stay in place. 

Once testing in the sandbox environment is complete, we’ll push the data into Sift’s production 
environment. At this stage, you’ll work with us to make decisions that will improve the live 
learning and your custom models.

Going live 
Once your custom model has been trained, we can begin automating score thresholds based 
on your unique goals. 

Step 1

Step 2

Building and testing
During this phase, your team will implement the Sift integration on your end and test it out 
within the sandbox environment, otherwise known as a software testing environment, test 
server, development server, or working directory. This enables the isolated execution of 
software or programs for independent evaluation, monitoring, and testing. We will need to  
feed production data from your site into the sandbox environment to ensure we’re testing  
your system exactly.

Step 3

Step 4

Step 5

Our team of Integration Consultants specialize in getting customers up and running with Sift. They’ll  
walk you through the below 5 steps to ensure you’re set up for success, while our Solutions Engineers  
will provide technical expertise, industry guidance, and platform strategy for the duration of your  
post-implementation lifecycle.

https://sift.com/
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Preparing to launch

Before you make final decisions about existing rules, review 
them with your trust and safety team to gather context. Ask 
straightforward questions and seek clear answers: Why was 
the rule put in place? Who created it? Is it still helping more than 
hindering? Do we want to think about this rule and its function 
differently? 

Fraud prevention rules: To keep or not to keep?
When switching to Sift, you can choose to do one of the following:

Sift exposes thousands of signals that can be leveraged in rules.  
If you’re using specific rules in your legacy solution today that 
you’d like to continue using, chances are we can support them.

Both options are good ones, and it’s up to you to decide whether 
you’d like to start from scratch or keep some of your most 
successful rules in place. 

Examples of rules worth examining include:

•	 Order amount thresholds. At what amount should high-value 
transactions be flagged? When, and what are the exceptions?

•	 Velocity rules. These are key to detecting emerging, rapid 
attacks by measuring velocity on details like email, payment 
account, device and more—but how are they impacting order 
acceptance rates for legitimate users?

•	 Product-specific rules. Should you apply thresholds to specific 
products or services that are commonly targeted by bad actors? 
What data can support how these rules are built?

•	 List-based rules. Creating negative or positive lists to reference 
in rule sets speeds up the process, but a lack of consistency and 
organization can quickly become a bottleneck. How will your 
team keep lists up to date and curated?

Sift will walk you through this exercise, and help to determine any 
data points necessary to remove a current rule. We’ll also help 
your risk team figure out where those insights need to come from, 
and who needs to monitor the change.

Remove all rules and rely only on the 
Sift Score for automated decisions.

Migrate a selection of effective rules 
into Sift Workflows.
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Because of the accuracy of the Sift Score, you can rely on fewer rules and  
make operations much more manageable. Here are some things to consider:

Option 1

Migrating successful rules
If you’d like to keep some of your existing rules, we’ll take the 
following steps: 

1.	During the integration design process, we’ll request that you 
send the rules you’d like to keep to your Sales Engineer. This 
will ensure that we correctly capture all data points and can 
effectively run these rules in Sift Workflows.

2.	While the integration is taking place, your Account Manager 
and Sales Engineer will hold conversations with your company’s 
team of fraud analysts to determine which rules, blacklists, and 
whitelists are the most important ones to import to Sift.

3.	After the integration is complete, your AM and SE will train 
your fraud analysts on how to import existing rules into Sift 
Workflows. During the Sift Console training, your fraud analysts 
will input some of the high-priority rules into the Workflow with 
assistance from your AM and SE. 

Option 2

Starting fresh
If you decide to remove all existing rules and start fresh with  
Sift, your Account Manager and Sales Engineer will be there to 
help, providing best practices and advice for your company’s 
unique needs, the markets you operate in, and the size of your 
customer base.

Contact us
To learn more about migrating from 
Kount to Sift, or if you have  
any outstanding questions, please 
schedule time with us.
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